
 

                 AWS Certified AI Practitioner  

                                   Cheat Sheet 
                            Quick Bytes for you before the exam! 

 
The information provided in the Cheat Sheet is for educational purposes only; created in our efforts to help 

aspirants prepare for the  AWS AI Practitioner Exam. Though references have been taken from AWS 
documentation, it’s not intended to be a substitute for the official docs. The document can be reused, reproduced, 

and printed in any form; ensure that appropriate sources are credited and required permissions are received. 
 

                                             Are you Ready for  

 ​ ​  “AWS AI Practitioner” Certification?   
 

 

 

Self-assess yourself with  

 Whizlabs FREE TEST  

                 

 

 

 

800+ Hands-on-Labs and Cloud Sandbox 

Hands-on Labs `Cloud Sandbox environments 

 

 

 

 

 

 

 

    

 

https://www.whizlabs.com/learn/course/aws-certified-ai-practitioner/3365/quiz/68806/ft/
https://www.whizlabs.com/labs/library
https://www.whizlabs.com/labs/sandbox


 

 

                                                  Index 
             Topics Names Page No 

          Important Examination topics 4 

Fundamentals of AI and ML 

Artificial Intelligence 5 

Basic AI Terminologies 7 

Differences between AI, ML, Deep Learning & Gen AI 8 

Understanding Foundation Model 9 

Machine Learning 10 

Machine Learning Development Lifecycle  11 

AWS ML Services 14 

Foundation Models and LLMs Available on Amazon Bedrock 15 

Fundamentals of ML Operations (MLOps) 16 

Amazon SageMaker 17 

Fundamentals of Generative AI 

Generative AI 19 

GenAI Application Lifecycle 20 

GenAI Security Scoping Matrix 21 

Amazon SageMaker JumpStart 23 

Amazon Bedrock 24 

Amazon Q 26 

Applications of Foundation Models 

Retrieval Augmented Generation (RAG) 27 

Evaluation of Foundation Model 28 

Guidelines for Responsible AI 

Responsible AI 29 

Responsible AI Challenges in Traditional AI and Generative AI 29 

Amazon SageMaker Clarify 31 

Amazon SageMaker Model Monitor 32 

Comparision of SageMaker Model Monitor & SageMaker Clarify 33 

                                                              —Back to Index—                                                           2 



 

Prompt Engineering 

Inference Parameters 34 

Prompt Engineering Techniques 35 

Prompt Misuses and Risks 36 

Security, Compliance, and Governance for AI Solutions 

Amazon Macie 37 

AWS PrivateLink 37 

Capabilities of AWS Cost Analysis Tools 38 

IAM Roles, Policies, and Groups 40 

Security and Compliance for Amazon SageMaker 41 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                              —Back to Index—                                                           3 



 

Key Topics for Examination: Machine Learning and GenAI 

Category Topic Description 

Amazon Bedrock 
Overview and Use 

Cases 

Introduction to Amazon Bedrock and its role 

in deploying and managing foundation 

models for Generative AI applications. 

Retrieval Augmented 

Generation (RAG) 

Concept and 

Implementation 

Understanding RAG for improving GenAI 

models by integrating external data sources 

for context-based responses. 

Responsible AI 
Principles and 

Practices 

Guidelines for building ethical and inclusive AI 

systems, addressing bias, fairness, 

transparency, and data privacy. 

Inference Parameters 

in Prompt 

Engineering 

Parameters like 

Temperature and 

Top-K 

Understanding how inference parameters 

influence GenAI outputs and their impact on 

response variability and quality. 

Prompt Engineering 

Techniques 

Strategies and Best 

Practices 

Techniques to design effective prompts, such 

as few-shot learning, chain-of-thought 

prompting, and structured context framing. 

Machine Learning 

Development 

Lifecycle 

Key Stages 

Covers the end-to-end process of developing 

ML models: problem definition, data 

preparation, model building, deployment, 

and monitoring. 

GenAI Application 

Lifecycle 
Application Stages 

Lifecycle of Generative AI applications, 

including data collection, fine-tuning, 

deployment, and post-deployment 

monitoring. 
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Fundamentals of AI and ML 

Artificial Intelligence 
What is Artificial Intelligence? 

AI is a branch of computer science that develops systems capable of intelligent behaviors like 

reasoning, learning, and autonomous action. It combines data with algorithms that learn 

patterns to make decisions, enabling tasks like language understanding and autonomous 

driving. AWS provides both pre-built AI services and customizable infrastructure to simplify AI 

development and reduce costs. 

How does AI process information and make decisions? 

Data Collection: AI systems require vast amounts of data to learn from. This data can be 

anything from images and text to numerical values. 

Algorithm Selection: The appropriate algorithm is chosen based on the specific task the AI is 

designed to perform.  

Token is a basic data unit used in NLP and machine learning. 

In text, it represents words, characters, or phrases, created through tokenization. 

Tokens also apply to other data types: 

●​ Text: Words or punctuation. 

●​ Images: Segments or pixels. 

●​ Audio: Sound snippets. 

Tokens enable AI to process and learn from diverse data. 

Key components of AI application architecture: 

Artificial intelligence architecture consists of three core layers. All the layers run on IT 

infrastructure that provides the necessary compute and memory resources for the AI to run. 

Layer Description 

Data Layer Prepares and organizes data for ML, NLP, and image recognition. 

Model Layer Focuses on decision-making using foundation or large language models. 

Application Layer 
User-facing interface for interaction, task requests, and data-driven 

decisions. 
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Limitations of Artificial Intelligence: 

While AWS offers a robust suite of AI and machine learning services, there are inherent 

limitations that users should be aware of: 

1. Data Quality and Quantity: 

●​ Bias: If AI models are trained on biased data, it can lead to unfair or inaccurate results.   

●​ Noise: Incomplete or noisy data can hamper model accuracy and performance.   

2. Computational Resources: 

●​ Cost: Training and running AI models can become expensive, especially for large-scale 

applications.   

●​ Infrastructure: Access to high-performance computing infrastructure may be required 

for complex models.   

3. Ethical Considerations: 

●​ Privacy: Handling sensitive data raises privacy concerns, especially when using AI for 

tasks like facial recognition or natural language processing. 

●​ Fairness: AI models can perpetuate existing biases or discrimination if not designed and 

trained carefully.   

4. Human Oversight: 

●​ Dependency: AI systems-related tools still require human oversight to ensure they are 

used ethically and effectively.   

●​ Error Correction: AI models can make mistakes, and human intervention may be 

necessary to correct errors or biases. 
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Basic AI Terminologies 
 

Concept Description 

Large Language Models 

(LLMs) 

Sophisticated deep learning models trained on text datasets 

using transformer architecture with encoder-decoder 

frameworks to understand relationships in text. 

Neural Networks 
Computational units inspired by the human brain, processing 

information to solve complex problems and learn from data. 

Natural Language Processing 

(NLP) 

Uses neural networks to understand human language, enabling 

tasks like document summarization, chatbot interactions, and 

sentiment analysis. 

Computer Vision 

Deep learning technology that enables computers to interpret 

visual data, applied in areas like facial recognition, content 

moderation, and autonomous vehicles. 

Speech Recognition 

Uses deep learning to transcribe spoken language into text and 

interpret emotional tone, used in virtual assistants and call 

centers. 
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Differences between AI, ML, Deep Learning & Gen AI 
Aspect Artificial Intelligence (AI) Machine Learning (ML) Deep Learning Generative AI 

Definition AI is a broad field of 

creating machines 

capable of performing 

tasks that typically 

require human 

intelligence. 

ML is a subset of AI 

focused on systems that 

learn from data to make 

decisions. 

DL is a subset of 

ML that uses 

neural networks 

with multiple 

layers (deep neural 

networks) to learn 

from large 

amounts of data. 

Gen AI is a type of AI 

focused on 

generating new 

content, such as 

images, text, or 

music, based on 

learned patterns. 

Types Rule-based systems, 

expert systems, decision 

trees, ML, and DL. 

Supervised, unsupervised, 

and reinforcement 

learning. 

Convolutional 

neural networks 

(CNNs), recurrent 

neural networks 

(RNNs), 

transformers. 

Generative 

Adversarial Networks 

(GANs), Variational 

Autoencoders (VAEs), 

Large Language 

Models (LLMs). 

Data 

Dependency 

It can include rule-based 

systems with no learning 

component. 

It relies on labeled or 

unlabeled data for learning 

patterns. 

It requires large 

amounts of data to 

train deep neural 

networks 

effectively. 

It requires large 

datasets for training 

to generate realistic 

outputs. 

Applications Robotics, natural 

language processing, 

expert systems, etc. 

Predictive analytics, 

recommendation systems, 

fraud detection. 

Image recognition, 

NLP, autonomous 

vehicles. 

Image and video 

generation, text 

generation (e.g., 

chatbots), music 

composition. 

Examples Siri, autonomous robots, 

chess-playing computers. 

Spam filters, personalized 

recommendations, 

weather forecasting. 

Facial recognition 

systems, 

self-driving cars, 

and language 

translation 

services. 

DALL-E for image 

generation, ChatGPT 

for text generation, 

and DeepDream for 

image creation. 
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Understanding Foundation Model 
What Are Foundation Models?​
Foundation models (FMs) are large-scale neural networks trained on extensive datasets. They 

accelerate AI development by serving as a starting point for tasks like language understanding, 

text/image generation, and NLP. 

Features of Foundation Models 

Adaptability: Foundation models are versatile, handling various tasks accurately from input 

prompts, unlike traditional ML models designed for specific tasks like sentiment analysis or 

image classification. 

General-Purpose Nature: Trained on broad datasets, they serve as base models for specialized 

applications, with evolving examples like BERT and GPT-4. 

Applications of Foundation Models 

Capability Description 

Language Processing Excels in tasks like answering questions, writing, and translation. 

Visual Comprehension 
Effective in image recognition, text-to-image generation, and editing 

visuals. 

Code Generation Writes and debugs code based on natural language instructions. 

Human-Centered Engagement 
Aids decision-making (e.g., diagnoses, analytics) by learning from 

human inputs. 

Challenges with Foundation Models 

High Resource Demands: Developing foundation models is costly and resource-intensive. 

Integration Complexity: Requires additional development for integration, prompt engineering, 

and fine-tuning. 

Comprehension and Reliability Issues: May struggle with context and produce unreliable or 

biased responses. 

AWS Support for Foundation Models 

Amazon Bedrock:​
This service simplifies the development and scaling of generative AI applications by offering 

access to foundation models via an API, allowing users to choose the most suitable model for 

their needs. 

Amazon SageMaker JumpStart:​
A hub for ML models and solutions, SageMaker JumpStart provides access to a wide range of 

foundation models, including popular ones like Llama 2 and Falcon, supporting the 

development of diverse AI applications. 

Reference: 
https://aws.amazon.com/what-is/foundation-models/ 
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Machine Learning 
What is Machine Learning?  

●​ Core Concept: Machine learning revolves around creating algorithms that facilitate 

decision-making and predictions. These algorithms enhance their performance over 

time by processing more data. 

●​ Traditional vs. ML Programming: Unlike traditional programming, where a computer 

follows predefined instructions, machine learning involves providing a set of examples 

(data) and a task. The computer then figures out how to accomplish the task based on 

these examples. 

●​ Example: To teach a computer to recognize images of cats, we don’t give it specific 

instructions. Instead, we provide thousands of cat images and let the machine learning 

algorithm identify common patterns and features. Over time, the algorithm improves 

and can recognize cats in new images it hasn’t seen before. 

Types of Machine Learning 

Machine learning can be broadly classified into three types: 

1.​ Supervised Learning: The algorithm is trained on labeled data, allowing it to make 

predictions based on input-output pairs. 

2.​ Unsupervised Learning: The algorithm discovers patterns and relationships within 

unlabeled data. 

3.​ Reinforcement Learning: The algorithm learns by trial and error, receiving feedback 

based on its actions. 

Applications of Machine Learning 

Machine learning powers many of today’s technological advancements: 

●​ Voice Assistants: Personal assistants like Siri and Alexa rely on ML to understand and 

respond to user queries. 

●​ Recommendation Systems: Platforms like Netflix and Amazon use ML to suggest content 

and products based on user behaviour. 

●​ Self-Driving Cars: Autonomous vehicles use ML to navigate and make real-time 

decisions. 

●​ Predictive Analytics: Businesses use ML to forecast trends and make data-driven 

decisions. 
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Machine Learning Development Lifecycle 

A Machine Learning (ML) pipeline in AWS refers to a structured workflow that automates the 

various stages involved in developing, training, and deploying machine learning models. 

1. Business Goal Identification 

●​ Problem Definition: The machine learning lifecycle begins with defining the business 

problem. 

●​ Clear Objectives: Organizations should have a clear understanding of the problem and 

its potential business value. 

2. ML problem framing 

●​ Foundation for ML Lifecycle: Framing the problem establishes a solid foundation for the 

entire machine learning lifecycle. 

●​ Key Elements Defined: Objectives, desired outcomes, and task scope are clearly 

outlined. 

●​ Collaboration: Stakeholders collaborate to understand and define the business problem. 

●​ Clarity in Framing: The business problem is framed as a machine learning problem, 

identifying observed data and the label or target variable to predict. 

 

3. Data Processing  

Data collection  

●​ Amazon S3 (Simple Storage Service): Used to store large datasets. AWS provides secure 

and scalable storage for structured and unstructured data. 
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●​ AWS Glue: A data integration service that helps to discover, prepare, and combine data 

across multiple sources for analysis. 

●​ Amazon RDS (Relational Database Service): For storing and managing relational data 

that can be used for training ML models. 

Data Preprocessing 
●​ AWS Glue and AWS Data Wrangler: These tools help in cleaning, normalizing, and 

transforming raw data into a format suitable for modeling. This may involve handling 

missing values, normalization, and data scaling. 

●​ Amazon SageMaker Processing: Allows running pre-processing jobs that can scale to 

handle large datasets. 

Feature Engineering 
●​ Amazon SageMaker Feature Store: A fully managed repository for storing, retrieving, 

and sharing features across different models and teams. It helps in automating the 

process of feature extraction and management. 

●​ Amazon SageMaker Data Wrangler: Simplifies the process of feature transformation, 

enabling users to create new features by combining existing ones. 

3. Model Development 

Training 
●​ Amazon SageMaker: Supports training custom models using a wide variety of built-in 

algorithms or your code. It also offers distributed training, enabling you to scale training 

jobs across multiple instances. 

●​ AWS Deep Learning AMIs: Provides pre-configured environments with popular deep 

learning frameworks like TensorFlow, PyTorch, and Apache MXNet. 

Tuning 
●​ Amazon SageMaker Automatic Model Tuning: Also known as hyperparameter 

optimization (HPO), this service automatically tunes the model’s hyperparameters to 

improve performance, using techniques like Bayesian optimization. 

Evaluation 
●​ Amazon SageMaker Debugger: Offers insights into the training process by monitoring 

and profiling training jobs. It helps in identifying issues like overfitting and underfitting 

by analyzing training metrics. 

●​ Amazon SageMaker Model Monitor: Used post-deployment to track model 

performance and detect data drift over time, ensuring that the model remains accurate. 

4. Model Deployment 

Once a model has been trained, fine-tuned, assessed, and validated, it can be deployed to 

production. After deployment, the model can be used to generate predictions and draw 

inferences. 
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●​ Amazon SageMaker Endpoint: Allows you to deploy your trained models in real-time, 

making them accessible via API for inference. 

●​ Amazon Elastic Kubernetes Service (EKS): Supports deploying models in a 

Kubernetes-managed environment for larger, more complex applications. 

5. Model Monitoring 

●​ Amazon CloudWatch: Monitors deployed models in real-time, collecting and tracking 

metrics, logging, and triggering alerts for model performance or infrastructure issues. 

●​ Amazon SageMaker Model Monitor: Continuously monitors deployed models for 

concept drift, data quality issues, and other anomalies that might affect the model’s 

accuracy over time. 

5. Model Retrainning 

●​ Data Distribution: Models require prediction data to have a similar distribution as their 

training data for accuracy. 

●​ Continuous Process: Model deployment is ongoing due to potential data drift over time. 

●​ Monitoring: Regularly monitor incoming data to detect significant deviations in data 

distribution. 

●​ Periodic Retraining: Simplify monitoring overhead by scheduling periodic retraining 

(e.g., daily, weekly, or monthly). 

●​ Amazon ML Retraining: Create a new model in Amazon ML using updated training data 

to incorporate changes. 
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AWS ML Services 

Amazon provides a diverse range of machine learning services designed to address various use 

cases, from pre-trained models for common tasks to a full-fledged platform for custom model 

development. Key services include: 

●​ Amazon Rekognition: Detects objects, faces, and scenes in images and videos, offering 

capabilities like facial recognition and content moderation. 

●​ Amazon Comprehend: Analyzes text for sentiment, entities, key phrases, and language 

detection. 

●​ Amazon Translate: Provides real-time text translation between multiple languages. 

●​ Amazon Lex: Creates conversational interfaces and chatbots for text and voice 

interactions. 

●​ Amazon Polly: Converts text into natural-sounding speech in numerous languages and 

voices. 

●​ Amazon Transcribe: Transforms spoken language into written text for applications like 

transcription and subtitles. 

●​ Amazon Textract: Extracts text, tables, and structured data from scanned documents. 

●​ Amazon Personalize: Delivers personalized recommendations based on user behavior 

and preferences. 

●​ Amazon Forecast: Uses time-series data to predict future trends, supporting 

applications like inventory and sales forecasting. 

●​ Amazon Kendra: Enhances enterprise search with machine learning to provide accurate 

and relevant results across data sources. 

●​ Amazon SageMaker: A comprehensive platform for building, training, and deploying 

custom machine learning models, supporting various algorithms and frameworks. 

Amazon's machine learning suite empowers users with tools to analyze images, process text, 

generate speech, and build custom models, making it accessible even without extensive 

expertise in machine learning. 

 

 

 

 

                                                              —Back to Index—                                                           14 



 

Foundation Models and LLMs Available on Amazon Bedrock 

Provider Model Type Model Name(s) Key Features/Notes 

AI21 Labs Text 

Jurassic-2 (Ultra, Mid), Jamba 

1.5 (Mini, Large), 

Jamba-Instruct 

Strong in text 

generation, 

summarization, and 

question answering. 

Jamba models 

emphasize efficiency. 

Amazon Text 

Titan Text G1 (Lite, Express, 

Premier), Titan Text 

Embeddings V2, Titan 

Embeddings G1 – Text 

Designed for 

summarization, text 

generation, and 

embeddings. 

Anthropic Text 

Claude 3.5 (Haiku), Claude 

(v2.1, v2.0), Claude Instant 

(v1.2) 

Known for safety and 

helpfulness, excelling in 

dialogue and 

instruction-following. 

Cohere Text 

Command R+, Command R, 

Command, Command Light, 

Rerank 3.5 

Strong for enterprise use 

cases, text generation, 

and semantic search. 

Meta Text 

Llama 3.2 (1B Instruct, 3B 

Instruct), Llama 3.1 (8B 

Instruct, 70B Instruct, 405B 

Instruct) 

Open-source models 

offering strong 

performance in various 

sizes. 

Mistral AI Text 

Mistral Large 2, Mistral Large, 

Mistral Small, Mixtral 8x7B 

Instruct, Mistral 7B Instruct 

Efficient models with 

strong reasoning 

capabilities. 
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 Fundamentals of ML Operations (MLOps) 
MLOps in AWS is a set of practices that combine Machine Learning (ML) and DevOps to 

streamline the development, deployment, and management of ML models in the Amazon Web 

Services (AWS) cloud environment. 

Category Details 

Extension of DevOps 
Applies DevOps principles and practices to machine 

learning systems for collaboration and efficiency. 

Intersection of People, Process, and Technology 
Integrates expertise, workflows, and tools to 

streamline the ML lifecycle. 

Optimizing ML Workloads 
Focuses on end-to-end activities for developing, 

building, and operating ML workloads. 

Unique Hosting Requirements 
Trained models require distinct hosting strategies 

compared to standard applications. 

Sensitivity to Data Changes 
Models are sensitive to data variations, requiring 

monitoring and updates to maintain performance. 

Specialized Processes 
Involves unique procedures to manage and sustain 

ML-based applications effectively. 

Improved Delivery and Productivity 

Enhances project management, CI/CD, and quality 

assurance, resulting in faster delivery, fewer defects, 

and higher productivity. 

Focus on Quality Assurance 
Ensures model accuracy, reliability, and performance 

throughout its lifecycle. 

 

 

                                                              —Back to Index—                                                           16 



 

Amazon SageMaker 

What is Amazon SageMaker? 

●​ Amazon SageMaker is a comprehensive platform that empowers users to develop, train, 

and deploy machine learning models efficiently. This fully managed service offers a wide 

range of tools, including notebooks, debuggers, profilers, pipelines, and MLOps 

capabilities, to streamline the entire ML lifecycle. 

●​ Amazon SageMaker offers a range of pre-built tools, including algorithms, pre-trained 

models, and solution templates, to expedite the development and deployment of 

machine learning models to help data scientists and practitioners. 

Algorithm Selection: 

Problem Type Appropriate Algorithm 

Binary Classification Logistic Regression, XGBoost, etc. 

Multiclass Classification XGBoost, Linear Learner, etc. 

Regression Linear Learner, XGBoost, etc. 

Object Detection Faster R-CNN, SSD, etc. 

Anomaly Detection Random Cut Forest, etc. 

Clustering K-Means, DBSCAN, etc. 

Topic Modeling Latent Dirichlet Allocation (LDA) 

Recommender Systems Factorization Machines, etc. 

Features: 

Prepare Data - 

●​ SageMaker Feature Store:- Centralized platform for storing, sharing, and managing ML 

features. Supports feature usage during training and inference. 

●​ SageMaker Data Wrangler:- Simplifies data preparation for ML in minutes, reducing 

prep time for tabular, image, and text data. Assesses ML model accuracy and identifies 

issues before deployment. 

●​ Geospatial ML with Amazon SageMaker:- Enables building, training, and deploying 

models with geospatial data like satellite imagery and maps. 

Build -  

●​ SageMaker Notebooks:- Fully managed Jupyter environment for data exploration, 

analysis, and ML model development. 
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●​ SageMaker Jumpstart:- ML hub for evaluating, comparing, and selecting foundation 

models for tasks like article summarization and image generation. 

Train -  

●​ SageMaker Model Training:- Streamlines model training and tuning, reducing time, 

costs, and infrastructure overhead. 

●​ SageMaker Experiments:- Simplifies ML and generative AI experimentation using 

managed MLflow for training, registration, and deployment. 

Deploy -  

●​ SageMaker Model Deployment:- Cost-effective model deployment for inference across 

diverse applications. 

●​ SageMaker Pipelines:- Serverless service automating ML and LLM workflows. 

End-to-End ML -  

●​ SageMaker MLOps:- Tools for managing and standardizing ML lifecycle operations. 

Feature SageMaker Canvas SageMaker Studio 

Target 

Audience 

Data scientists and ML engineers with 

limited coding experience 

Data scientists and ML engineers with 

advanced coding skills 

Interface Visual, no-code interface 

Integrated development environment 

(IDE) 

Model 

Building 

Automated model selection and 

training 

Manual model selection and training 

using various algorithms 

MLOps 

Basic MLOps features (monitoring, 

versioning) 

Advanced MLOps capabilities (pipeline 

creation, experiment tracking) 

Use Cases 

Rapid prototyping, exploratory data 

analysis, simple ML models 

Complex ML models, custom pipelines, 

research projects 

SageMaker Ground Truth:- Incorporates human expertise to enhance model performance with 

continuous feedback. 

ML Governance -  

●​ ML Governance with SageMaker:- Quickly establishes permissions for responsible ML 

practices. 

●​ SageMaker Clarify:- Identifies biases in datasets, analyzing input features like gender or 

age. 
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Fundamentals of Generative AI 

Generative AI 

How does Generative AI work? 

Foundation Models (FMs): Trained on vast datasets for general tasks. 

Large Language Models (LLMs): Perform summarization, text generation, classification, and 

dialogue. 

Benefits of Generative AI: 

●​ Accelerates research. 

●​ Enhances customer experience. 

●​ Optimizes business processes. 

●​ Boosts employee productivity. 

Generative AI Models: 

Diffusion Models: 

●​ Add noise to training data and learn to reverse the process, effectively denoising and 

reconstructing data. 

●​ Generate new samples by starting with random noise and applying the learned 

denoising process. 

●​ Highly effective for creating realistic images, audio, and other data types. 

Generative Adversarial Networks (GANs): 

●​ Use a generator to create fake data and a discriminator to distinguish between real and 

fake samples. 

●​ Adversarial training improves both networks, resulting in realistic generated samples. 

Variational Autoencoders (VAEs): 

●​ Encode input data into a latent space and reconstruct it using a decoder. 

●​ Generate new data by sampling from the latent space and decoding it. 

●​ Useful for image generation, data compression, and anomaly detection. 

Transformer-based Models: 

●​ Utilize encoder-decoder architecture and self-attention mechanisms for sequential data 

processing. 

●​ Predict the next element in a sequence, enabling tasks like text generation, translation, 

and summarization. 

●​ Foundation of large language models (LLMs) that have revolutionized NLP. 
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GenAI Application Lifecycle  

 

Generative AI application lifecycle involves using AI models to power applications or systems 

through various stages: 

1. Defining Use Case 

●​ Define the problem to be solved and gather requirements. 

●​ Align stakeholder expectations and translate business needs into technical 

specifications. 

●​ Analyze the problem space and consult subject matter experts to ensure clarity on goals. 

2. Select a Foundation Model 

●​ Evaluate pre-trained models versus developing a model from scratch. 

●​ Consider selection criteria such as cost, modality, latency, multilingual support, model 

size, complexity, customization options, and input/output length. 

●​ Address responsible AI considerations, such as biases and ethical implications. 

3. Improve Performance 

●​ Apply techniques like: 

●​ Prompt Engineering: Design, tune, and augment prompts to optimize model outputs. 

●​ Retrieval Augmented Generation (RAG): Combine retrieval systems and generative 

models for high-quality results. 

●​ Fine-tuning: Adjust model parameters using task-specific data. 

●​ Automation Agents: Automate repetitive tasks and optimize workflows. 

4. Evaluate Results 

●​ Use evaluation methods to measure model performance: 

●​ Human Evaluation: Qualitative feedback on relevance, coherence, and quality. 

●​ Benchmark Datasets: Assess performance using standardized datasets like GLUE, 

SuperGLUE, or SQuAD. 

●​ Automated Metrics: Leverage metrics like ROUGE, BLEU, or F1 for quick assessments. 

5. Deploy the Application 

●​ Integrate the trained model into the target environment, considering: 

●​ Cost: Monitor resource usage and optimize expenses. 

●​ Regions and Quotas: Ensure model deployment aligns with AWS regional availability and 

account limits. 

●​ Security: Address shared responsibility for security when deployed on AWS or external 

The generative AI application lifecycle is iterative, with stages often revisited as the application 

evolves and improvements are needed. This ensures the model remains effective and 

up-to-date with the latest AI advancements. 
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GenAI Security Scoping Matrix 

A Generative AI Security Scoping Matrix offers a structured approach for organizations to 

evaluate and implement security measures across the entire lifecycle of AI applications. By 

categorizing security concerns, it provides a targeted framework for safeguarding AI systems. 

●​ AWS provides multiple services to secure Generative AI workloads. AWS services vary 

significantly in their underlying infrastructure, software, access mechanisms, and data 

handling. To simplify security management, we've organized these services into logical 

categories called 'scopes'. 

Scoping (Determine your scope): 

●​ To begin, you'll need to determine which scope your use case fits into.   

●​ The scopes are numbered 1–5, representing the least ownership to greatest ownership 

your organization has over the AI model and its associated data. 

 

Figure 1: Generative AI Security Scoping Matrix 

Buying generative AI: 

●​ Scope 1: Consumer app – Your business consumes a public third-party generative AI 

service, that is either free or paid. At this scope, you do not have ownership or access to 

the underlying training data or model. You can only interact with the service through its 

provided APIs or applications, adhering to the provider's terms of use.​
Example: A worker uses a generative AI chatbot to brainstorm marketing campaign 

concepts. 

●​ Scope 2: Enterprise app – Your business uses a third-party enterprise application that 

has generative AI capabilities, and a business relationship is established between your 

organization and the vendor.​
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Example: You use a third-party enterprise scheduling application that has a generative AI 

capability embedded within to help draft meeting agendas. 

●​ Scope 3: Pre-trained models – Your business utilizes an existing third-party generative AI 

foundation model to power its application. This model is accessed and integrated into 

your operations via an application programming interface.​
Example: A customer support chatbot was developed utilizing the Anthropic Claude 

foundation model, accessed via the Amazon Bedrock API. 

●​ Scope 4: Fine-tuned models – Your business refines an existing third-party generative AI 

foundation model by fine-tuning it with data specific to your business, generating a new, 

enhanced model that’s specialized to your workload.​
Example: By leveraging a foundation model through an API, you can create a marketing 

application that tailors promotional materials specifically to your products and services. 

●​ Scope 5: Self-trained models – Your business builds and trains a generative AI model 

from scratch using data that you own or acquire. You own every aspect of the model.​
Example: Your business wants to create a model trained exclusively on deep, 

industry-specific data to license companies in that industry, creating a completely novel 

LLM. 

By identifying the specific applications of generative AI, security teams can prioritize their 

efforts and evaluate the potential risks within each security domain. 

Let's examine how scoping influences security requirements within each security 

discipline. 

●​ Governance and compliance – Implementing effective policies, procedures, and 

reporting mechanisms can enable businesses to operate efficiently while mitigating 

risks. 

●​ Legal and privacy – The specific legal, regulatory, and privacy requirements for using or 

creating generative AI solutions. 

●​ Risk management – Assessing risks associated with generative AI and proposing 

countermeasures. 

●​ Controls – Implementing security measures to reduce risk. 

●​ Resilience – Designing reliable generative AI systems that consistently meet business 

SLAs. 
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Amazon SageMaker JumpStart 

Amazon SageMaker JumpStart is a machine learning hub that can speed up your ML 

development. Using SageMaker JumpStart, you can select, evaluate, and compare FMs quickly 

based on pre-defined quality and responsibility metrics to perform tasks like image generation 

and article summarization.  

Features: 

Foundation Models:- Discover a variety of foundational models from leading providers like AI21 

Labs, Databricks, Hugging Face, Meta, Mistral AI, Stability AI, and Alexa. These models can be 

used to accomplish a wide range of tasks including summarizing articles and generating text, 

images, or videos. 

Built-in algorithms:- You can utilize built-in solution templates through the SageMaker Python 

SDK. These algorithms address common ML tasks, including image, text, and tabular data 

classification, as well as sentiment analysis. 

Prebuilt solutions:- SageMaker JumpStart offers pre-built, end-to-end solutions for common 

machine learning applications like demand forecasting, credit risk assessment, fraud detection, 

and computer vision. 

Benefits of SageMaker JumpStart: 

●​ Publicly available foundation models 

●​ Built-in ML algorithms 

●​ Customizable solutions 

●​ Support collaboration 

Use cases and Advantages:  

1. Foundation Model Integration 

●​ Deploy models like LLaMA 2 and Stable Diffusion in VPC mode, even without internet. 

●​ Access pre-trained models for easy deployment and tuning. 

2. Large Language Models (LLMs) 

●​ Simplifies deploying and tuning LLMs, including 40M parameter models for NLP tasks. 

3. Text Classification 

●​ Pre-built models for text classification with customization options. 

4. Image Generation 

●​ Deploy Stable Diffusion XL for high-quality image generation. 

5. No-Code Solutions 

●​ Fast, no-code deployment for quick AI solutions, accessible to non-experts. 

6. Learning Resources 

●​ Video tutorials and guides for easy model deployment and tuning. 
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Amazon Bedrock 

●​ Managed Service: Serverless platform offering foundation models (FMs) from top AI 

providers like AI21 Labs, Anthropic, Cohere, Meta, and Amazon. 

●​ Unified API: Simplifies access to multiple FMs for secure, private, and responsible 

generative AI applications. 

●​ Model Comparison: Test and compare FMs to find the best fit for your use case. 

●​ Customization: Tailor models with fine-tuning and Retrieval Augmented Generation 

(RAG). 

●​ Task Automation: Build agents to perform tasks using your company's systems and data. 

How does Amazon Bedrock help to build generative AI applications? 

●​ Model Choice: Switch between leading FMs via Amazon Bedrock’s single API, ensuring 

access to the latest updates. 

●​ Customization: Fine-tune FMs with your data for personalized user experiences. 

●​ RAG: Use Retrieval Augmented Generation (RAG) to enhance FM responses with 

relevant company data. 

●​ Agents: Automate complex tasks securely across company systems with Bedrock agents. 

Amazon Bedrock offers models in 3 states: 

●​ Active: The model provider is actively developing this version, and it will continue to be 

updated with bug fixes and minor improvements. 

●​ Legacy: A version is marked as a legacy when a more advanced version delivers superior 

results. Amazon Bedrock determines an EOL date for outdated versions. 

●​ EOL: This version is outdated and inoperable. Requests made to it will fail. 

Use cases: 

●​ Text generation - Produce unique content for your blog, social media, and web pages 

●​ Virtual assistants - Build assistants that understand user inquiries, automatically divide 

tasks, interact conversationally to gather necessary details, and execute actions to 

complete the requested task. 

●​ Text and image search - Identify and compile relevant information to answer questions 

and provide recommendations based on a large body of textual and visual data. 

●​ Text summarization - Acquire concise summaries of extensive documents, such as 

articles, reports, research papers, technical documentation, and even books, to 

effectively extract essential information. 

●​ Image generation -  Generate lifelike and visually engaging images for advertising 

campaigns, websites, presentations, and other applications. 

Amazon Bedrock Agents: 

Amazon Bedrock Agents enable you to develop and configure autonomous agents for your 

application. 
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●​ Secure Data Access: Access company data securely, enhance user requests, and deliver 

accurate responses. 

●​ Task Orchestration: Use FM's reasoning to divide tasks into logical steps for analysis and 

execution. 

●​ Dynamic Code Execution: Generate and execute code securely for automating complex 

analytical queries. 

●​ Business Logic Integration: Incorporate backend business logic and enable asynchronous 

background actions. 

Amazon Bedrock Guardrails: 

●​ Custom Safeguards: Align generative AI applications with specific use cases and 

responsible AI policies. 

●​ Enhanced Protections: Add customizable safeguards beyond foundation models' built-in 

features. 

●​ Content Evaluation: Assess user prompts and model responses to ensure application 

safety. 

●​ Harmful Content Blocking: Prevent the generation of harmful content effectively. 

●​ Response Filtering: Filter inaccurate outputs, especially for RAG and summarization 

tasks. 

●​ Unified Solution: Customize safety, privacy, and truthfulness safeguards within a single 

platform. 

●​ Integration: Combine with Bedrock Agents and Knowledge Bases to build AI applications 

aligned with responsible AI practices. 

●​ Tailored Guardrails: Design multiple guardrails with specific controls for diverse 

applications and use cases. 

●​ Content Filters: Screen for harmful content, including hate speech, violence, 

misconduct, and prompt attacks. 

●​ Contextual Grounding: Detect and filter hallucinations or factually incorrect responses. 

PartyRock - Amazon Bedrock Playground: 

PartyRock is a powerful tool designed to let you explore and experiment with the various 

foundation models available on the Amazon Bedrock platform.  

●​ Chat playground - The chat playground allows you to interact with the conversational 

models available on Amazon Bedrock. When you enter a prompt into the model 

●​ Text playground - To explore Amazon Bedrock's text models. By inputting a text prompt, 

you can see the model's generated output. 

●​ Image playground - To explore the capabilities of Amazon Bedrock's image models. By 

entering a text description, you can see how the model transforms your words into a 

visual representation. 

Reference link: https://docs.aws.amazon.com/bedrock/latest/studio-ug/guardrails.html 

                                                              —Back to Index—                                                           25 

https://docs.aws.amazon.com/bedrock/latest/studio-ug/guardrails.html


 

Amazon Q 

Amazon Q is a generative AI-powered assistant that helps accelerate software development and 

uses companies’ internal data. 

Amazon Q Business is a generative AI–powered assistant that can provide answers, 

summaries, content generation, and secure task completion based on your enterprise data. 

Amazon Q Developer supports developers and IT professionals in various tasks, including 

coding, testing, application updates, error diagnosis, security assessments, and AWS resource 

optimization. 

Features: 

Amazon Q offers advanced planning and reasoning abilities to transform and implement new 

code features as requested by developers. 

Amazon Q is capable of understanding and respecting current governance identities, roles, and 

permissions, providing personalized interactions. 

Amazon Q integrates with: 

●​ Amazon QuickSight 

●​ Amazon Connect 

●​ AWS Supply Chain 
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Applications of Foundation Models 

Retrieval Augmented Generation (RAG) 
Retrieval Augmented Generation (RAG) enhances large language models (LLMs) by referencing 

authoritative knowledge bases beyond their training data. This process improves response 

accuracy without retraining, offering a cost-effective way to integrate domain-specific 

knowledge for more relevant and informative outputs. 

Benefits of Retrieval Augmented Generation: 

●​ Cost-effective implementation 
●​ Current information 
●​ Enhanced user trust 
●​ More developer control 

How does Retrieval Augmented Generation work? 

LLM incorporates the new knowledge and its training data to create better responses. 

●​ LLM Knowledge Integration: Combines new external data with training data to improve 

responses. 

●​ External Data Creation: Data from APIs, databases, or document repositories in various 

formats. 

●​ Embedding Language Models: Converts text into numerical vectors stored in vector 

databases to form a knowledge library. 

●​ Relevancy Search: Converts user queries into vectors to retrieve relevant data via 

mathematical vector calculations. 

●​ Augmenting LLM Prompts: Integrates relevant data into prompts to enhance response 

accuracy (prompt engineering). 

●​ External Data Updates: Regular or real-time refreshes of documents and embeddings to 

keep information current. 

 

 

Figure: Retrieval Augmented Generation 
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Evaluation of Foundation Model  

To assess whether a foundation model meets business objectives, it is crucial to align its 

performance with organizational goals. Evaluation methods include: 

1.​ Human Evaluation: 

●​ Involves qualitative feedback on coherence, relevance, and factuality from 

human assessors. 

●​ Ideal for assessing nuanced outputs but is time-intensive and costly. 

2.​ Benchmark Datasets: 

●​ Curated datasets like GLUE, SuperGLUE, SQuAD, and WMT provide a 

standardized approach to measure and compare performance on various tasks. 

3.​ Automated Metrics: 

●​ Offer quick and scalable evaluation but may not fully capture linguistic nuances. 

Common metrics include: 

Metric Purpose Method 
Key 

Focus/Strength 
Application 

ROUGE 

Evaluates 

summarization 

and machine 

translation. 

Compares generated 

text with reference 

texts, focusing on 

n-grams and word 

overlap. 

Measures quality 

based on overlap 

in n-grams, word 

sequences, and 

word pairs. 

Assessing summary or 

translation accuracy 

and relevance. 

BLEU 

Evaluate 

machine-genera

ted text quality. 

Measures similarity 

between generated and 

reference translations. 

Focuses on 

precision and 

brevity. 

Primarily used for 

machine translation. 

BERTScore 

Measures 

semantic 

similarity 

between texts. 

Utilizes pre-trained 

BERT models to 

compute contextual 

embeddings for texts. 

Captures 

contextual 

meaning, providing 

nuanced text 

evaluation. 

Comparing contextual 

quality of text. 
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Guidelines for Responsible AI 

Responsible AI 
Responsible AI refers to the development of AI systems that are fair, transparent, accountable, 
safe, and unbiased. 
Components of responsible AI: 
➢​ Fairness - Considering the potential effects on diverse groups. 
➢​ Explainability - Understanding and assessing system outputs. 
➢​ Privacy and security - Obtaining, utilizing, and securing data and models. 
➢​ Safety - Safeguarding against system failures and malicious use. 
➢​ Controllability - Establishing mechanisms to monitor and control AI actions. 
➢​ Veracity and robustness - Achieving accurate system outputs, under both normal and 

adverse conditions. 
➢​ Governance - Promoting responsible AI by integrating best practices across the AI supply 

chain. 
➢​ Transparency - Ensuring stakeholders have the knowledge required to engage effectively 

with the AI system. 

Responsible AI Challenges in Traditional AI and Generative AI  
Bias 

Bias refers to the difference between actual and predicted values and represents the 

assumptions a model makes about the data to predict future instances. 

●​ High Bias:​
When a model's assumptions are too simplistic, it fails to capture important data 

features, resulting in poor performance on both training and testing data, a condition 

called underfitting. 

Variance 

Variance reflects how sensitive a model is to fluctuations in the data during training. 

●​ High Variance:​
A model with high variance overfits the training data, learning both relevant and 

irrelevant patterns, which leads to overfitting. This means the model performs well on 

training data but struggles with unseen data. 

Bias-Variance Tradeoff 

The bias-variance tradeoff involves balancing bias and variance to optimize model 

performance. 

●​ High Bias: Leads to high error on both training and testing data due to underfitting. 

●​ High Variance: Results in low error on training data but high error on test data due to 

overfitting. 

●​ Ideal Model: A balanced model with both low bias and low variance captures key 

patterns and generalizes well to new data. 
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Underfitting: 

●​ Occurs when a model fails to identify patterns due to high bias. 

●​ Results in poor performance on both training and test data. 

Overfitting: 

●​ Happens when a model learns noise or irrelevant details due to high variance. 

●​ Results in excellent performance on training data but poor performance on new data. 

Achieving a well-balanced model ensures minimal error while improving generalization to 

unseen data. 

Define Transparent and Explainable Models: 

Transparent and explainable models are a critical aspect of trustworthy artificial intelligence. 

They allow humans to understand how a model arrives at a particular decision or prediction, 

increasing confidence and enabling responsible use.  

Key Concepts: 

Transparency: The ability to understand the inner workings of a model, including its logic, 

decision-making process, and the factors influencing its predictions. 

Explainability: The ability to provide clear and understandable explanations of a model's 

predictions to humans, often in a non-technical manner. 

AWS provides tools for ML model transparency and explainability: 

●​ SageMaker Clarify: Detects bias and explains model predictions, ensuring fairness. 

●​ SageMaker Debugger: Analyzes model training in real-time and offline, identifying issues 

and providing prediction insights. 
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Amazon SageMaker Clarify 
Machine learning offers opportunities to identify and measure bias throughout the ML lifecycle. 

Amazon SageMaker Clarify helps detect bias in data and models before, during, and after 

training: 

1.​ Pre-Training Bias: Detect bias in the raw data before model training begins. 

2.​ Post-Training Bias: Measure bias in the model’s outputs after training. 

3.​ Monitoring Bias: Continuously monitor bias in model predictions after deployment. 

Benefits of SageMaker Clarify: 

●​ Evaluate foundation models (FMs) in minutes:- Automate the evaluation of foundation 
models for your generative AI applications based on criteria such as accuracy, resilience, 
and bias to uphold responsible AI principles. 

●​ Build trust in ML models:- Assess your FM's performance during customization using 
both automated and human-based methods. 

●​ Accessible, science-based metrics and reports:- Generate user-friendly metrics, reports, 
and practical examples to support the FM customization and MLOps workflow. 

SageMaker Clarify’s Strategy for Addressing Bias 

●​ Bias Metrics: SageMaker Clarify offers model-agnostic metrics to measure bias and 

fairness based on different fairness concepts. 

●​ Automation: SageMaker Clarify automates bias detection and monitoring throughout 

the ML lifecycle. 

●​ Data Monitoring: SageMaker Clarify tracks bias in model predictions after deployment, 

ensuring continuous oversight of model behavior. 

●​ SageMaker Clarify Sample Notebooks: SageMaker Clarify provides a notebook for bias 

detection and explainability, helping users run bias detection jobs and interpret feature 

attributions. 
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Amazon SageMaker Model Monitor 

Amazon SageMaker Model Monitor monitors the quality of Amazon SageMaker machine 

learning models in production. 

Model Monitor empowers you to implement continuous monitoring using various approaches; 

●​ Monitor models via regular batch transform jobs, real-time endpoints, or scheduled for 

asynchronous batch transform jobs. 

●​ Set alerts for model quality deviations to enable quick corrective actions like retraining, 

audits, or issue resolution. 

●​ Use pre-built monitoring for quick setup or customize with your own code for advanced 

analysis. 

●​ Uses rules to detect deviations and notify promptly. 

Model Monitor offers various kinds of monitoring: 

●​ Monitor data quality - Monitor drift in data quality. 

●​ Monitor model quality - Monitor drift in model quality metrics, such as accuracy. 
●​ Monitor Bias Drift for Models in Production - Monitor bias in your model's predictions. 
●​ Monitor Feature Attribution Drift for Models in Production - Monitor drift in feature 

attribution. 

 

Figure: Amazon SageMaker Model Monitor 

Amazon SageMaker Model Cards: 

●​ Model governance ensures visibility into ML model development, validation, and usage. 

●​ Amazon SageMaker offers tools for access control, activity tracking, and reporting. 

●​ SageMaker Model Cards provide a standardized template to document, retrieve, and 

share model information throughout the ML lifecycle. 
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Comparison of SageMaker Model Monitor & SageMaker Clarify 

Feature SageMaker Model Monitor SageMaker Clarify 

Primary 

Function 

Continuously monitors the quality of 

ML models in production. Detects 

deviations in model performance, data 

drift, and potential bias. 

Detects bias in data and models, 

and provides explanations for 

model predictions. 

Monitoring 

Focus 

Model performance (accuracy, latency), 

data quality, and potential bias. 

Bias in data and models, feature 

importance, and model 

explainability. 

Monitoring 

Type 

Continuous monitoring of deployed 

models. 

Can be used for one-time analysis 

or integrated with Model Monitor 

for continuous monitoring. 

Integration 

with Clarify 

Integrates with Clarify to provide bias 

detection and explainability monitoring. 

Can be used independently or 

with Model Monitor. 

Alerting 

Provides alerts for deviations in model 

quality and potential bias. 

Does not provide alerts on its own 

but can trigger alerts when 

integrated with Model Monitor. 

Use Cases 

Detecting model degradation, data 

drift, and potential bias in production 

models. 

Identifying and mitigating bias in 

data and models, and 

understanding model behavior. 
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Prompt Engineering  

Inference Parameters 
Inference parameters are configurable settings that influence the output of foundation models 

(FMs). These parameters allow users to control aspects like randomness, diversity, and output 

length to meet specific requirements. 

Categories of Inference Parameters 

Randomness and Diversity 

Control the variation in model responses by adjusting the probability distribution of outputs. 

●​ Temperature: Controls the level of randomness or creativity in the model’s output. 

○​ Min Temperature 0: Predictable, fact-focused responses, ideal for accuracy. 

○​ Max Temperature 1: Creative but less predictable responses, exploring varied 

possibilities. 

●​ Top K: Limits the model’s selection to the top k most probable words for the next token, 

based on their individual probabilities. 

○​ Low Top K (e.g., 10): Restricts the model to the 10 most likely words, leading to 

more focused and coherent output. 

○​ High Top K (e.g., 500): Expands the selection to the 500 most likely words, 

increasing the diversity and creativity of the generated output. 

●​ Top P: Controls the diversity of text by limiting the word choices based on their 

cumulative probabilities, with a value between 0 and 1. 

○​ Low Top P (e.g., 0.250): Considers only words that make up the top 25% of the 

probability distribution, producing focused and coherent outputs. 

○​ High Top P (e.g., 0.990): Includes words that make up the top 99% of the 

probability distribution, generating more diverse and creative outputs. 

●​ Length 

●​ Maximum Length: Defines the maximum number of tokens (words or subwords) 

that the model can generate in the output. 

○​ Effect: This parameter controls the length of the generated text, 

preventing it from being too long or too short. 

●​ Stop Sequences: Specifies certain sequences or conditions that signal the end of 

the generation process. 

○​ Effect: These stop sequences prevent the model from continuing 

indefinitely and help ensure the output is complete and relevant to the 

task. 
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Prompt Engineering Techniques 

Prompt engineering refers to the art and science of designing inputs to generative models (FMs) 

to achieve the best output based on specific objectives. 

 

Use prompt techniques to guide models for efficient and accurate task performance. 

1. Zero-shot Prompting 

●​ Zero-shot prompting involves presenting a task to a model without providing any 

examples. The model relies on its general knowledge to carry out the task, even if it has 

not been explicitly trained on it. 

Example: 

Prompt Post Output 

Sentiment of the 

following post? 

Huge shoutout to AnyCompany! Your customer service blows 

me away. Proud to be a loyal customer! 

Positive 

2. Few-shot Prompting 

●​ Few-shot prompting provides the model with a small set of example inputs and their 

corresponding outputs to help it understand the task at hand. The model uses these 

examples to generate the expected result for the given task. 

Example: 

Prompt Example 1 Example 2 Output 

Sentiment of the 

following headline? 

Investment firm fends off 

allegations → Negative 

Local teacher 

awarded → Positive 

Community org exceeds goal 

→ Positive 

3. Chain-of-thought (CoT) Prompting 

●​ Chain-of-thought (CoT) prompting involves breaking down complex reasoning tasks into 

smaller, logical steps. This technique helps guide the model through multi-step 

reasoning, improving the accuracy and coherence of its output. 
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Prompt Misuses and Risks 
How foundation models (FMs) manage prompt misuses and risks by examining common 

adversarial prompting techniques to identify and address potential issues? 

Category Poisoning Hijacking Prompt Injection 

Definition 

Malicious data is introduced 

into training data, corrupting 

the model. 

Malicious instructions 

embedded in prompts to 

influence outputs. 

Specific harmful instructions 

inserted into prompts to 

manipulate responses. 

Impact 
Produces biased or harmful 

outputs unintentionally. 

Alters model's behavior to align 

with the attacker's goals. 

Results in unethical, biased, 

or harmful content 

generation. 

Example 

Injecting biased data into a 

dataset to make the model 

biased. 

A prompt instructs a model to 

generate fake news or harmful 

text. 

An attacker crafts a prompt 

to generate offensive or 

misleading content. 

Risk 

The model unknowingly learns 

and reflects malicious 

patterns. 

The model intentionally 

produces harmful or misleading 

content. 

Model generates undesirable 

outputs based on embedded 

prompts. 

 

Category Exposure Prompt Leaking Jailbreaking 

Definition 

Risk of revealing sensitive or 

confidential information 

during training or inference. 

Unintentional disclosure of 

prompts or inputs used in 

the model. 

Modifying or circumventing 

constraints and safety measures in 

an AI model to gain unauthorized 

access or functionality. 

Impact 

Can lead to data leaks or 

privacy violations, 

compromising user trust. 

Exposes model operation 

details, which may be used 

against it. 

Enables unauthorized actions, 

bypasses safety filters, and can 

lead to harmful or unethical 

outputs. 

Example 

A model trained on private 

customer data may 

inadvertently reveal personal 

details in recommendations. 

A model inadvertently 

reveals the prompts used to 

generate certain outputs. 

Crafting specific prompts to bypass 

a model's restriction on producing 

harmful content or executing 

dangerous commands. 

Risk 

Potential exposure of private 

information or user data, 

damaging privacy. 

Exposing how the model 

works or the data it uses, 

potentially jeopardizing 

security. 

Misuse of the AI system for 

malicious or harmful purposes, 

violating ethical standards and 

safety protocols. 
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Security, Compliance, and Governance for AI Solutions 

Amazon Macie  
What is Amazon Macie? 

●​ Amazon Macie is a data security solution that employs machine learning algorithms and 
pattern recognition techniques to identify and safeguard sensitive data.  

●​ By leveraging machine learning and pattern-matching capabilities, Amazon Macie not 
only detects sensitive data but also offers insights into potential data security threats. 

●​ Additionally, it facilitates automated measures to mitigate these risks, enhancing overall 
data protection. 

Features: 
●​ Implement automated processes for detecting sensitive data on a large scale. 

●​ Use Amazon Macie with Amazon Textract, Amazon Rekognition, and Amazon SageMaker 
to discover and secure sensitive data stored in Amazon S3. 

 

AWS PrivateLink 

What is AWS PrivateLink?  
●​ AWS PrivateLink is a network service used to connect to AWS services hosted by other 

AWS accounts (referred to as endpoint services) or AWS Marketplace.  
●​ Whenever an interface VPC endpoint (interface endpoint) is created for service in the 

VPC, an Elastic Network Interface (ENI) in the required subnet with a private IP address is 
also created that serves as an entry point for traffic destined to the service.  

Interface endpoints  
●​ It serves as an entry point for traffic destined to an AWS service or a VPC endpoint 

service. Gateway endpoints  
●​ It is a gateway in the route-table that routes traffic only to Amazon S3 and DynamoDB. 

Features:  
●​ It provides security by not allowing the public internet and reducing the exposure to 

threats, such as brute force and DDoS attacks.  
●​ With the help of AWS PrivateLink, VPC interface endpoint connects your VPC directly to 

the SageMaker API or SageMaker Runtime without using an internet gateway, NAT 
device, VPN connection. 

●​ Define an interface VPC endpoint for Amazon Rekognition to connect your VPC to 
Amazon Rekognition. 
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IAM Roles, Policies, and Groups  
1. IAM Roles: 

●​ Definition: IAM roles are AWS identities with specific permissions that can be assumed 

by AWS services or users to perform certain actions. 

●​ Machine Learning Use Case: In AWS Machine Learning, roles allow services like Amazon 

SageMaker, AWS Glue, and others to access resources such as S3 buckets or DynamoDB 

tables. 

●​ Example: An Amazon SageMaker training job requires access to an S3 bucket to retrieve 

training data. You create an IAM role with the necessary permissions and assign it to the 

SageMaker training job. 

2. IAM Policies: 

●​ Definition: IAM policies are documents in JSON format that outline the permissions for 

IAM roles or users. They dictate what actions are permitted or restricted on specific AWS 

resources. 

●​ Machine Learning Application: These policies regulate access to machine learning 

resources. For instance, they can permit Amazon SageMaker to retrieve data from or 

save results to S3 buckets. 

●​ Example: A policy may grant SageMaker the ability to execute s3:GetObject and 

s3:PutObject commands on a designated S3 bucket, allowing it to access and store 

training datasets and model 

3. IAM Groups: 

●​ Definition: IAM groups are collections of IAM users that share the same permissions. By 

assigning policies to a group, all members inherit the group's permissions. 

●​ Machine Learning Use Case: Groups can be used to manage permissions for teams 

working on machine learning projects, ensuring consistent access controls across team 

members. 

●​ Example: You can create a group for data scientists with permissions to access 

SageMaker, S3, and other ML-related services, simplifying the management of 

permissions for multiple users. 

4. AWS Identity and Access Management (IAM): 

●​ Definition: IAM is an AWS service that facilitates secure management of access to AWS 

services and resources. 

●​ Machine Learning Application: IAM enables the creation and management of roles, 

policies, and groups to control who and what services can interact with your machine 

learning resources and data. 
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●​ Example: Configuring IAM for Amazon SageMaker involves setting up roles and policies 

that determine which users or services can start training jobs, deploy models, and access 

data. 

5. Bucket Policies: 

●​ Definition: Bucket policies are access control policies applied directly to Amazon S3 

buckets to define who can access the bucket and its objects. 

●​ Machine Learning Use Case: For ML tasks, bucket policies control access to data stored 

in S3 that is used for training, validation, and testing machine learning models. 

●​ Example: A bucket policy might allow only specific IAM roles associated with SageMaker 

to read data from an S3 bucket. 

6. SageMaker Role Manager: 

●​ Definition: SageMaker Role Manager is a feature in Amazon SageMaker that facilitates 

the creation and management of IAM roles used by SageMaker services. 

●​ Machine Learning Use Case: It simplifies the process of assigning the necessary 

permissions to SageMaker jobs and endpoints, ensuring secure access to resources. 

●​ Example: When creating a SageMaker training job, the Role Manager helps you 

associate an IAM role with the job, providing the required permissions to access S3 data 

and write outputs. 

These components work together to ensure secure and controlled access to AWS machine 

learning resources, helping manage permissions effectively while maintaining the integrity and 

security of your ML workflows. 
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Security and Compliance for Amazon SageMaker 
Isolated Environments 

●​ Private VPC Setup: Deploy SageMaker components such as Studio, notebooks, training 

jobs, and hosting instances within a Virtual Private Cloud (VPC) without internet 

connectivity. This arrangement keeps SageMaker resources shielded from external 

internet access, bolstering security. 

●​ Internet Access Restriction: During the setup of SageMaker Studio or notebooks, choose 

the VPC-only network access setting to prevent direct internet access. This configuration 

restricts internet connectivity and ensures that all data traffic remains within the AWS 

network. 

VPC Endpoints and Policies 

●​ Interface Endpoints: Use VPC interface endpoints to connect to AWS services like S3 and 

SageMaker APIs without exposing data to the public internet. This ensures that 

communication remains secure within the AWS infrastructure. 

●​ Endpoint Policies: Define VPC endpoint policies to control who can access specific 

resources and what actions they can perform. For example, restrict S3 bucket access to 

certain SageMaker Studio domains or users. 

Access Control and Security 

●​ VPC-Restricted Access: Implement IAM policies to restrict access to SageMaker 

resources, ensuring that only users within the VPC can connect to SageMaker Studio or 

notebooks. Policies can specify allowed IP addresses or VPC endpoints. 

●​ Intrusion Detection and Prevention: Utilize AWS Gateway Load Balancer (GWLB) to 

integrate third-party security appliances, such as firewalls and intrusion detection 

systems, into your AWS network. This helps in monitoring and managing network traffic 

effectively. 

Additional Security Measures 

●​ NAT Gateway: For services or resources outside AWS that don’t support VPC endpoints, 

set up a NAT gateway. Configure security groups to manage outbound connections. 

●​ AWS Network Firewall: Use AWS Network Firewall to filter both inbound and outbound 

web traffic. It supports web filtering for unencrypted traffic and allows blocking of 

specific sites for encrypted traffic through Server Name Indication (SNI). 

These measures ensure that SageMaker environments and data remain secure, compliant, and 

isolated from unauthorized access. 

Reference:  

https://docs.aws.amazon.com/whitepapers/latest/ml-best-practices-public-sector-organizations

/security-and-compliance.htm 

 

                                                              —Back to Index—                                                           40 

https://docs.aws.amazon.com/whitepapers/latest/ml-best-practices-public-sector-organizations/security-and-compliance.html
https://docs.aws.amazon.com/whitepapers/latest/ml-best-practices-public-sector-organizations/security-and-compliance.html


 

Capabilities of AWS Cost Analysis Tools 
●​ AWS Cost Explorer: 

○​ Provides a visual interface to analyze and track AWS usage and costs. 

○​ Allows users to view historical data, forecast future costs, and break down 

spending by service or account. 

○​ Helps in identifying cost-saving opportunities with recommendations on 

Reserved Instances and Savings Plans. 

●​ AWS Billing and Cost Management: 

○​ A central hub for managing AWS billing, payments, and budgets. 

○​ Offers detailed insights into your monthly charges, allowing you to set up billing 

alerts. 

○​ Provides tools for managing and optimizing AWS budgets, including setting cost 

and usage thresholds. 

●​ AWS Trusted Advisor: 

○​ Provides real-time recommendations to optimize AWS costs. 

○​ Detects underutilized resources that can be resized or shut down to lower 

expenses. 

○​ Offers suggestions in other areas such as performance, security, and fault 

tolerance. 

Techniques for Cost Tracking and Allocation 

●​ Resource Tagging: 

○​ Attaches custom metadata (tags) to AWS resources like instances, databases, or 

S3 buckets for tracking costs by department, project, or environment. 

○​ Improves cost allocation accuracy, making it simpler to pinpoint which teams or 

projects are using the most resources. 

●​ Cost Allocation Tags: 

○​ Custom and AWS-generated tags that enable you to organize and allocate costs 

across specific business areas. 

○​ These tags can be used to filter and group cost data in AWS Cost Explorer, AWS 

Billing, and reports. 

●​ Linked Accounts: 

○​ Enables multiple AWS accounts to be grouped under a single billing entity, 

allowing for unified billing and easy tracking of costs across multiple departments 

or teams. 

○​ Facilitates cross-account cost allocation, helping to track and analyze spending 

across different units or teams. 
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